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Abstract:

In today’s digital era, situation awareness plays a vital role in strategic decision-making within
dynamic and competitive environments and is recognized as one of the fundamental pillars of
cybersecurity management. This study aims to analyze how situation awareness can be
enhanced through the application of game theory concepts. It investigates the interactions
between defenders and attackers, demonstrating how this mathematical framework can model

Keywords: the strategic dynamics between adversaries and defenders. Considering that situation
. awareness encompasses three levels—perception, comprehension, and projection—this
Situation Awareness; 5 : - :
research adopts Endsley’s standard model as the primary framework. By integrating the
Game Theory; concepts of game theory and Nash equilibrium, it reviews prior studies and explores the
Endsley Model; interrelationship between these two domains. The findings indicate that combining situation
awareness with game theory can improve rapid responses to cyber threats and enhance
Stackelberg Game; . . . ) . . .

. decision-making under uncertainty. Moreover, this approach contributes to the efficient
Cybersecurity; management of limited defensive resources, prediction of attacker behaviors, optimization of
Nash Equilibrium. defensive reactions, and increased accuracy in attack detection. Finally, the study provides

recommendations for developing integrated models, employing reinforcement learning
algorithms, improving multi-source data management, and applying game theory to emerging
areas such as the Internet of Things.
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1. Introduction

In today’s world, with the advancement of information and communication technologies, digital systems have become an
inseparable part of everyday life. These systems—from social networks to critical infrastructures such as power grids, water
systems, and financial networks—play an essential role in the functioning of modern societies. In the current complex and
dynamic environment, making strategic decisions under uncertainty is one of the greatest challenges. This issue becomes even
more critical in cyber environments, where interactions between actors (such as attackers and defenders) are constantly
evolving. Situation Awareness (SA), as one of the fundamental principles of cybersecurity management, plays a vital role in
risk reduction and enhancing decision-making. Situation awareness refers to the accurate and timely understanding of an
environment, existing conditions, hidden threats, and the prediction of future behaviors. Given the inherently dynamic and
uncertain nature of cyber environments, analytical tools such as game theory can be employed to model interactions between
actors and improve

situation awareness. Game theory, as a powerful mathematical framework, enables the analysis of various strategies and
helps us make optimal decisions in competitive and complex environments. Integrating situation awareness with game theory
can provide a comprehensive framework for understanding and analyzing dynamic and complex environments. This approach
not only enhances real-time decision-making but also enables the design of intelligent and resilient systems against emerging
threats.

The aim of this paper is to investigate the application of game theory in improving situation awareness. The key research
questions include:

e How does situation awareness influence decision-making?

¢ How can game theory contribute to identifying and analyzing different situations?

e Which game-theoretic models and methods can enhance situation awareness?

e How can analytical tools such as game theory be used to model attacker—defender interactions?
o What strategies can be designed to improve situation awareness under uncertainty?

In this paper, we first examine the concept of situation awareness, followed by a discussion of cybersecurity situation
awareness, its importance in organizations, and related methodological approaches. Then, fundamental concepts of game
theory are reviewed. Subsequently, by studying previous research, the relationship between these two concepts is explored
with the goal of enhancing cybersecurity in organizations. Furthermore, situation awareness literature from 2000 to 2025 has
been studied, with a particular focus on works published between 2010 and 2025. The research sources include Scopus,
ScienceDirect, and IEEE databases. Additionally, Persian books and articles related to this topic have been used. In the field
of game theory, studies from 2012 to 2025 have been reviewed, with greater emphasis on works published after 2020.

2. Fundamental Concepts

2.1. Situation Awareness

Numerous models have been proposed for situation awareness; however, the most widely cited model was introduced by
Mica Endsley in 1995. Situation awareness is defined as “the perception of elements in the environment within a volume of
time and space, the comprehension of their meaning, and the projection of their future status.” [1]. Figure 1 provides a
foundation for discussing situation awareness and its role in the overall decision-making process. According to this model, the
individual’s perception of relevant environmental elements—obtained either from system displays or directly through human
senses—forms the basis of situation awareness.
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Figure 1. Situational Awareness Model in Dynamic Decision-Making [1]
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The choice of action and performance are shown as distinct stages directly derived from situation awareness, although several
other factors influence decision-making as well. Individuals differ in their ability to acquire situation awareness, even when
presented with the same data inputs. This difference is assumed to stem from personal information-processing mechanisms
influenced by inherent abilities, experience, and training. In addition, individuals may possess specific assumptions and goals
that act as filters for interpreting the environment, shaping their situation awareness [1]. Cyber situation awareness consists
of three key components:

Perception: identifying the occurrence of an attack along with its type, source, and target. This also includes awareness of
data quality, accuracy, completeness, and timeliness.

Comprehension: assessing the current and future impacts of an attack (damage assessment). This component also involves
understanding attacker behavior, including attack patterns and intent. Proper comprehension requires determining the
underlying cause of the current situation.

Projection: anticipating how the situation will evolve and its potential consequences. A comprehensive situation awareness
system helps decision-makers understand both the current state and the security posture of the system and improves their
awareness up to the moment of action. Planning and executing response actions (after decision-making) rely on this
understanding [2]. Despite its importance, most existing research approaches to achieving cyber situation awareness focus on
lower and more abstract levels, such as vulnerability analysis using attack graphs, alert correlation, and intrusion detection
techniques. Other approaches include analyzing attack trends, information flow, indicators, causality, forensics, and damage
assessment [3]. However, higher-level situation awareness—ranging from comprehension to projection—remains largely
undeveloped and is still performed manually by experts, which is time-consuming and error-prone. The lack of a dynamic,
adaptive situation awareness system that can respond to changes in the environment without continuous human interaction
remains a significant challenge [2].

2.2. Game Theory

Game theory, as a powerful mathematical framework, has become a critical tool for modeling strategic decision-making in
competitive or cooperative settings. This theory, rooted in the foundational work of John von Neumann and John Nash,
provides quantitative approaches for analyzing complex interactions between players, optimizing strategies, and predicting
outcomes across diverse domains—from economics to computer science. In recent years, game theory has attracted significant
attention in military defense due to its ability to translate high-level policies into operational strategies, evaluate multiple
scenarios under predefined criteria, and align with emerging Al technologies. It not only supports decision-making under time
pressure and high-risk conditions but also facilitates modeling in tracking systems, cyber warfare, air-ground combat, and
resource management, paving the way for intelligent and secure decision-making systems in military environments [4]. Game
theory encompasses various types, which are categorized and illustrated in Figure 2. In cybersecurity, game theory offers a
unique opportunity to analyze strategic interactions between attackers and defenders. By formulating this dynamic as a two-
player game, each party seeks to maximize its own payoff; the defender’s strategy is shaped by the attacker’s behavior, and
vice versa. Game theory not only enables the optimization of defensive strategies through mathematically grounded models
but also allows the design of mechanisms resilient to selfish behaviors, optimal resource allocation based on incentives, and
the implementation of distributed solutions in decentralized networks [5]. Game theory helps us understand situations where
decision-makers interact with one another. Although the term “game” may evoke everyday competitive activities governed by
rules, the scope of game theory extends far beyond such simple interpretations [6]. Game theory is a branch of applied
mathematics that focuses on analyzing and modeling strategic decision-making among rational entities (players) in
competitive or cooperative environments. It assumes that players—based on available information, preferences, and
strategies—seek to maximize individual or collective benefits, and the final outcome of a game depends on the interaction
between their strategies. In general, a game consists of a set of rules, strategies, and payoffs associated with players’ decisions,
showing how a player or group of players can achieve the best possible outcome through specific combinations of actions [4].
Figure 3 illustrates the proposed architecture for decision-making in a cybersecurity situation awareness system using game
theory. We present this architecture for the first time and, through a review of previous studies, aim to clarify the role of game
theory in the field of cybersecurity situation awareness. The architecture combines attacker—defender interactions with game-
theoretic analysis to evaluate costs, benefits, and strategic equilibria. Outputs from the situational awareness layer, including
network assets, mission systems, and dependency relationships, are used as inputs to the game model. The attacker and
defender strategies are mapped onto the network graph to identify critical nodes and possible attack paths. The game outcome
highlights successful attacks and defenses, enabling the defender to allocate security resources optimally. This framework
supports dynamic, risk-aware, and mission-oriented cybersecurity decision-making. The following section provides an
overview of the related research conducted in this domain.

3. Related Work

Game-theoretic frameworks have been applied in various domains, including space situational awareness, cyber situational
awareness, information situational awareness, surveillance, and detection. In each of these fields, situational awareness is
supported by sensor-based estimations for state assessment, while the final state is shaped by the actions of multiple agents.
Classical game theory assumes that players behave rationally within a well-defined environment; however, real-world
conditions introduce variability stemming from social, cultural, and behavioral factors, making the system inherently uncertain
[7]. Game theory provides a class of mathematical models that can be used in cyber situational awareness to study strategic
interactions between attackers and defenders. In this research, we examine game-theoretic approaches within both design-
oriented and application-oriented studies to present the current state of game theory in situational awareness systems and to
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highlight its limitations. Fundamentally, the main goal of game-theoretic situational awareness is to predict the adversary’s
behavior against the defender.

Such prediction can offer a strategic advantage to the defender. Through game-theoretic analysis, a defender can theoretically
identify the attacker’s optimal strategy and consequently adopt the most effective defensive response [2]. Recent
interdisciplinary research has increasingly integrated reinforcement learning (RL) with evolutionary game theory (EGT) to
model adaptive, trial-and-error behavior in multi-agent systems [8]. In this paradigm—often termed RL-driven EGT—agents
learn optimal strategies through environmental feedback rather than imitating neighbors’ payoffs, thereby capturing more
realistic learning dynamics observed in biological and social systems. While such models have successfully explained the
emergence of cooperation in structured populations (e.g., via Q-learning or deep RL in spatial games), they fundamentally
assume homogeneous agents, population-level interactions, and non-adversarial objectives. These assumptions render them
ill-suited for cyber defense contexts, where adversaries are heterogeneous, strategically rational, and explicitly non-
cooperative. In contrast, our work adopts a strategic (non-evolutionary) game framework—specifically, a Bayesian
Stackelberg game—that explicitly models the defender’s uncertainty over discrete attacker types (e.g., novice vs. APT) and
optimizes commitment strategies under resource constraints. This distinction underscores a critical divergence: while RL-EGT
explores how cooperation emerges, our model addresses how defense prevails in adversarial, information-asymmetric
environments. [8].

3.1. Network Security Situational Awareness Models

Unlike traditional cybersecurity approaches, network security situational awareness provides a comprehensive method for
identifying suspicious behavior within a network.

Through quantitative assessment of network security, this concept enables the inference of attacker intent, evaluation of
attack impacts, and support for more effective decision-making. Network security situational awareness not only assists in
detecting threats but also predicts the future trajectory of network security conditions. This capability is especially critical
when confronting multi-stage and coordinated attacks, such as the Zeus botnet or targeted cyber worms. In recent years,
network attacks have evolved from isolated patterns to sophisticated, multi-phase operations. These developments have made
the study and advancement of network security situational awareness increasingly essential for detecting and responding to
emerging threats. By providing a high-level perspective, network security situational awareness helps cybersecurity managers
design more effective defensive strategies [9]. Although no universally accepted definition exists, network security situational
awareness is generally understood as a process that identifies, analyzes, and evaluates key elements influencing network
security, and forecasts future developments. Through quantitative security analysis, it offers a powerful decision-support tool
for network administrators and enhances emergency response capabilities against cyber threats. Key advantages of network
security situational awareness include:

Comprehensiveness: Providing a holistic view of network security status and all related events.
Accurate Attack Identification: Enabling effective and efficient detection of network-based attacks.

Real-Time Assessment: Allowing instantaneous detection and analysis of ongoing attacks, which is a core characteristic of
network security situational awareness.

These capabilities make network security situational awareness a critical solution for protecting modern networks. It can
transform the traditional pattern of active attacker—passive defender into a proactive and intelligent defensive paradigm [9].

Researchers have proposed a multi-sensor intrusion detection framework comprising intrusion detection, behavior analysis,
intruder identification, scenario assessment, and threat evaluation. This framework is recognized as one of the earliest models
of network security situational awareness. Inspired by Endsley’s definition, the concept of network security situational
awareness was further extended with a specific emphasis on network security considerations.

- Network Flow—Based Situational Awareness Model

Some researchers proposed a model based on network flow technology, enabling rapid identification of network weaknesses
and threats. By providing a graphical representation of network conditions, the model enhances managerial oversight and
situational visibility. However, challenges such as processing massive volumes of data remain significant issues requiring
further investigation.

- Situational Awareness Model for Large-Scale Networks

For large-scale networks, researchers developed a situational awareness model that incorporates characteristics of big data.
By integrating multi-source data analytics and advanced visualization techniques, this model enables administrators to identify
and assess threats more effectively.
To illustrate this concept, an example of a four-level network security situational awareness model proposed in prior research
is described below:

e Level 1- Data Integration: At this level, heterogeneous multi-source data are collected, preprocessed, and transformed
into a unified format. Redundant or irrelevant information is removed to ensure consistency and quality.

e Level 2- Correlation Analysis: Using predefined rules from the network security knowledge base, correlations among
security alerts are analyzed. This analysis evaluates vulnerabilities, assets, and event relationships and helps reduce the
rate of false alarms.
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e Level 3- Indicator System and Status Visualization: In this level, security indicators (such as confidentiality, integrity,
and availability) are computed using scientific methods, and the overall network condition is visualized. The network
security index at time 7 is defined as Equation 1:

[COIBAWR)] = [C,Cy..Co; L], ... Ly AL A, ... Ay]
[E1(£); Ex(2); ... En(0)]

In this formulation, E;(t) represents the threat index of security event i at time t, while C(t), I(t), and A(t) denote the
confidentiality, integrity, and availability indices, respectively.

(M

o Level 4- Situation Prediction: Using historical data together with forecasting algorithms based on averages and trend
analysis, this level predicts potential future security events.

3.2. Key Technologies in Network Security Situational Awareness

Key technologies in network security situational awareness are typically categorized into three functional components: status
element collection, status assessment, and status prediction. This section examines these components and their associated
technologies, highlighting strengths, limitations, and existing challenges.

- Collection of Network Security Status Elements

The collection of status elements forms the foundation of network security situational awareness. It involves gathering static
data—such as network structure and vulnerabilities—as well as dynamic data, including threats and security event logs.
Effective integration of these data sources enables holistic understanding and precise assessment of the network’s condition.
Research in this area can be grouped into two categories:

Single-Source Extraction: This approach focuses on specific types of data, such as vulnerability information or network
alerts. For example, prior studies have used attack data or alert logs individually to assess security conditions. Due to its
reliance on a single data source, this method lacks the ability to provide a comprehensive view of the network [10].

Multi-Source Extraction: More advanced approaches collect data from diverse sources with varying structures and
hierarchies. Some researchers have proposed methods based on heterogeneous networks and non-negative matrix analysis for
multi-source data integration [11]. Others have employed probabilistic neural networks to improve accuracy and efficiency in
complex environments. Multi-source extraction techniques provide a more holistic understanding of network conditions and
support more accurate threat analysis. However, single-source extraction remains incomplete due to limited data coverage.
Multi-source methods, despite their strengths, face challenges such as inconsistent formats, standards, and data semantics,
which necessitate extensive preprocessing, integration, and transformation. Additionally, irregular or large-volume data may
reduce extraction efficiency. Other issues include low accuracy in identifying redundant data or false alarms, the limitations
of offline methods for rapid response, and the need for targeted techniques such as demand-driven collection [9].

- Network Security Situation Assessment

Situation assessment forms the core of network security situational awareness. It analyzes multi-source security data and
computes the network’s security state based on mathematical models and formal logic. Similar to economic indicators, the
resulting metric reflects the security posture of the network in a quantitative manner. Assessment methods fall into three main
categories:

Mathematical Models: These methods rely on mathematical algorithms to evaluate the security state. The Analytic
Hierarchy Process (AHP) is one of the most frequently used techniques. Researchers in [12] proposed a quantitative model
for evaluating network threats comprising four layers: system, host, service, and attack. However, this model suffers from
limitations due to its exclusive reliance on intrusion detection system (IDS) alerts and its omission of other data sources such
as firewalls and system logs. Subsequent studies enhanced this model by integrating multi-source data to improve analytical
accuracy. Other researchers introduced a multi-layer approach capable of reflecting security status over specific time intervals,
although it is not suitable for real-time analysis [13].

Knowledge-Based Reasoning: Knowledge-based approaches rely on expert knowledge bases to analyze threats. These
techniques draw upon fuzzy logic, Bayesian reasoning, and evidence theory. Some researchers proposed a fuzzy model
combining AHP with fuzzy evaluation. Others used fuzzy inference models to assess security risks based on vulnerability,
threat, likelihood, and impact factors, demonstrating the feasibility of the approach. Although these methods leverage artificial
intelligence, they rely heavily on pre-defined inference rules and prior knowledge. Evidence theory, despite its simplicity in
data fusion, becomes computationally complex when dealing with conflicting evidence. While these methods enable partial
aggregation of network security status, they become inefficient when processing high-volume traffic or complex attacks
characteristic of the big data era [14].

Pattern Recognition: Pattern-recognition-based approaches apply machine learning techniques to detect security-related
patterns. This category includes methods such as grey correlation analysis, rough set theory, and clustering analysis. Some
studies employed rough sets to reduce conditional attributes and derive decision rules, while hybrid rough-fuzzy approaches
achieved improved computational accuracy [15]. Deep learning has gained prominence due to its flexibility and strong
representational capacity [16]. For example, one study proposed an adversarial model combining deep autoencoders with deep
neural networks, achieving higher accuracy in attack detection and more comprehensive assessment of network status [17,
18]. Although machine learning methods offer high efficiency and reduced dependency on expert knowledge, they still face
challenges in extracting patterns from complex data, which may reduce their effectiveness. Hybrid approaches such as neuro-
fuzzy networks can better capture dynamic changes in network conditions [9].
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- Network Security Situation Prediction

Situation prediction uses historical data and current conditions to forecast future network security trends, transforming
network defense from a passive to a proactive posture. Due to the nonlinear and stochastic nature of cyberattacks, traditional
forecasting models often encounter difficulties. Prediction methods are generally divided into discrete models (attack graphs,
Bayesian networks, hidden Markov models, game theory) and continuous models (machine learning, time-series analysis,
support vector machines, and grey theory).

Attack Graphs: Attack graphs formally represent attack scenarios. Researchers have applied them to model potential attack
paths, while others constructed graphs using maritime supply-chain information to identify probable access points.

Bayesian Networks: These are used to model the propagation of attacks and estimate vulnerability exploitation probabilities.

Hidden Markov Models (HMMs): Improved HMM variants have been introduced for more accurate prediction of network
states. For example, a study proposed weighted HMMs for predicting the security state of mobile networks by incorporating
multi-scale uncertainty, enhancing both training speed and prediction accuracy.

Game Theory: Game-theoretic models identify optimal defensive strategies against sophisticated attacks and support
improved decision-making for network security managers.

Machine Learning: Offers strong self-learning and adaptability but requires abundant training data, and designing effective
neural structures is challenging.

Markov Models: Well suited for time-series prediction but become impractical when enumerating all possible states in large-
scale networks.

Grey Theory: Effective for short-term prediction with limited data, though restricted in complex network environments.

Support Vector Machines (SVMs): Known for strong generalization ability and fast convergence, making them excellent
predictive tools, although parameter optimization remains a challenge.

3.3. Application of Game Theory in Network Security Situation Awareness

The application of game theory in analyzing and evaluating network security has attracted significant scholarly attention in
recent years. While network security assessment focuses on analyzing vulnerabilities and threats, cyber situation awareness
aims to provide a real-time and dynamic understanding of system conditions. Therefore, integrating game-theoretic models
into situation awareness frameworks can offer a powerful tool for analyzing the strategic interactions between attackers and
defenders. One of the common approaches in this area involves the use of Markov games and stochastic games, which are
employed to model the dynamic and probabilistic behavior of agents in cyber environments. Early studies applied Markov
games to design situation-awareness systems that detect attack patterns and estimate system states based on network-collected
data. These studies demonstrated that game-theoretic models can yield a more accurate understanding of network conditions
and provide more effective defensive strategies [7].

In other studies, Markov stochastic game models were proposed to quantify the level of network situation awareness. These
models were designed around the interactions between attackers and defenders under different network-service states and
were used to evaluate the payoff of both parties as well as the overall security posture. However, such models often suffer
from scalability challenges in large state spaces; as network complexity increases, solving for state combinations becomes
computationally expensive. Consequently, subsequent research aimed to develop models capable of handling larger and more
dynamic environments, although scalability remains an open challenge.

Researchers later expanded the application of game theory to social networks, cloud environments, and dynamic systems.
For example, White et al. [19] proposed a game-theoretic model to analyze multiple attack scenarios in online social networks.
Using a Markov decision process, their model identified system vulnerabilities and recommended appropriate defensive
mechanisms. Similarly, Zhang et al. [20] developed a Markov-game-based approach to enhance situation awareness by
continuously gathering and analyzing threat-related data, asset information, and vulnerabilities. Their model considered users,
network administrators, and attackers as three key actors and demonstrated high accuracy and efficiency in evaluating network
conditions.

Other studies incorporated Nash equilibrium and fuzzy optimization to predict attacker behavior and strengthen defensive
mechanisms in cloud environments. In another contribution, Ying et al. [21] introduced a dynamic situation-awareness system
based on game theory, in which the attacker and defender were modeled as players in a stochastic game. By leveraging
mathematical formulations of game theory, they quantified the costs and benefits of both parties and used the Nash equilibrium
to determine an optimal balance between them.

Despite these promising outcomes, game-theoretic approaches still face several limitations. Assumptions of complete
rationality among actors rarely hold in real-world environments, and available information is often incomplete or uncertain.
These issues become more pronounced when dealing with advanced attackers who possess extensive environmental and
behavioral knowledge. Therefore, scholars have suggested integrating game theory with machine learning and knowledge-
driven approaches to enhance defensive and monitoring capabilities against sophisticated cyber threats [2].

Overall, game theory provides a systematic framework for analyzing strategic interactions between attackers and defenders.
Within this framework, each party seeks to maximize its payoff by anticipating the actions of the opponent. Consequently, the
effectiveness of any defensive mechanism depends on the reciprocal behavior and decisions of both sides. As noted by Du et
al. [5], game theory serves as a powerful tool for modeling and analyzing strategic decision-making in network security and
for examining the underlying motivations of cyberattacks.
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3.4. Game-Theoretic Methodology for Cyber Defense Optimization

Kalderemidis et al. [22] introduce a game-theoretic methodology as a software-based tool for strengthening cyber defense
and optimizing security budget allocation. This methodology integrates attack graphs, game theory, and the 0—1 knapsack
problem to generate optimal defensive strategies. Attack graphs model multi-stage intrusion paths, while game theory—
leveraging Nash equilibrium—simulates attacker—defender interactions. This tool enables Chief Information Security Officers
(CISOs) to select appropriate security controls under budgetary constraints by treating each control as an independent decision
variable. Evaluation of the methodology across multiple scenarios demonstrates its effectiveness against diverse cyber threats
and attacker profiles.

The process begins with organizational asset risk analysis and proceeds to evaluate the effectiveness of security controls
against known vulnerabilities. Using control games based on Nash equilibrium, the method optimizes budget allocation by
formulating the problem as a multi-objective 0—1 knapsack model [23].

Previous studies largely focused on scenarios in which attackers pursue a single objective, offering limited insight into more
realistic multi-objective attack scenarios. By integrating attack graphs with game theory, this methodology overcomes this
limitation and enables optimal budget allocation for countering complex and multi-vector attacks. Through modeling multi-
stage attack paths and simulating attacker—defender behavior, the method provides defensive strategies that have demonstrated
practical effectiveness in real-world environments [24].

The proposed tool—referred to as the Game-Theoretic Model (GTM)—is designed to support a wide range of cybersecurity
decision-makers, including CISOs, executives, IT analysts, board members, and security researchers. In this study, executives
are assumed to be the primary users of the methodology, though detailed analysis of their roles and responsibilities is outside
the scope of the research [25].

The game-theoretic methodology predicts all possible attack scenarios and utilizes game-theoretic reasoning to recommend
optimal defensive strategies, enabling efficient allocation of limited cybersecurity budgets to reduce cyber risks. The tool
consists of three main components:

Attack Graph Engine: This component generates attack graphs using vulnerability assessment reports (e.g., outputs from
network vulnerability scanners such as Nessus). The graphs model all potential paths and states through which an attacker
could compromise an organization.

Knowledge Base: This includes guidelines, rules, and reports related to cybersecurity and privacy, serving as a reference
source for defense mechanisms. The knowledge base is periodically updated by CISOs, particularly after new incidents occur.

Defense Strategy Module: As the core of the methodology, this module simulates cyberattacks using game theory and
attacker randomization profiles, computes the probability of each attack, and selects optimal security controls. It efficiently
allocates limited budgets by optimizing control selection.

The game-theoretic defense strategy is based on zero-sum, state-independent games, enabling the methodology to model
interactions between an organization (defender) and multiple potential attackers. The tool is resilient not only to technical
vulnerabilities such as CVEs but also to common business-level weaknesses, making it versatile across diverse scenarios. By
quantifying expected losses in monetary units, the tool helps decision-makers identify optimal security controls. Through
modeling multiple threats for each asset and simulating attacker—defender interactions, it provides effective strategies for
mitigating cyber risks [24].

The methodology was implemented as a prototype on Ubuntu 18.04 using Python on an AMD Ryzen 5 1400 processor with
8GB RAM. Results from 6,000 experimental runs show that GTM outperforms random and uncontrolled approaches by
significantly reducing cyber risks through optimal budget allocation based on game theory and the 0—1 knapsack formulation
[25].

3.5. Game Theory for Cyber Defense in Small and Medium-Sized Enterprises

In 2024, Kostelik examined cybersecurity challenges in small and medium-sized enterprises (SMEs) and proposed a game-
theoretic framework that enhances managerial awareness of cyber threats and supports more effective strategic decision-
making. In the digital era, SMEs face widespread threats due to limited resources and lack of expertise. The proposed
framework increases managerial awareness of cyber risks such as social engineering, software vulnerabilities, and distributed
denial-of-service attacks. Human factors, especially the role of managers in identifying, preventing, and responding to threats,
are highlighted as central elements. Furthermore, the study considers both the technical and human dimensions of
cybersecurity. Using a Bayesian game approach, the framework simulates interactions between attackers and defenders,
enabling security managers to design more effective defenses against evolving and sophisticated threats [25]. An effective
protective posture requires a multi-layered defense, combining technical and organizational measures. Some tasks can be
executed by non-specialist managers, while others require specialized training. Crucially, managers must be capable of
identifying the type of attack to select and implement the appropriate strategy [25]. The model incorporates sequential
decision-making over time and simulates how strategies evolve as threats change. The reward matrices represent real-world
outcomes such as financial losses, reputational damage, and regulatory penalties, making abstract decisions more tangible and
actionable. This link between theory and practical consequences helps managers select realistic and effective strategies [25].

3.5.1. lllustrative Example: SME Manager Responding to a Cyber Threat

To demonstrate the practical application of game theory in SME cybersecurity management, the study presents a hypothetical
scenario. A small cloud service provider with minimal security infrastructure and no dedicated security team experiences a
phishing attack. The manager, who is solely responsible for security decisions, receives intrusion detection system alerts and
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uses Bayesian updating—drawing on knowledge from a recent training course—to classify the attack. After analyzing
suspicious email features, such as unusual links and attachments, the manager concludes that phishing is the most likely threat.
Consequently, they choose a defensive strategy consisting of enhanced email filtering and an employee training session.

Over the following days, a decrease in suspicious activity confirms the effectiveness of the chosen strategy, leading the
manager to update future strategy probabilities accordingly. The study further uses simulation data—generated from real
security reports—to model strategic interactions between managers and attackers, creating a controlled environment for
analyzing strategy choices and awareness evolution. This demonstrates how SME managers can strengthen cyber defenses
using strategic models and dynamic learning, even without deep technical expertise [25].

The proposed framework is flexible and can be extended to more complex scenarios. Beyond independent attacks, it can
model dynamic dependencies in which one attack becomes the starting point for subsequent attacks, enabling the simulation
of more realistic attack patterns. The framework can also be expanded to cover other attack types, such as ransomware, by
incorporating the likelihood, impact, and managerial response mechanisms into the game structure. This adaptability makes
the model valuable for SMEs facing an ever-evolving cyber threat landscape [25].

Future research may integrate behavioral science, IT management, and data science to deepen understanding of strategic
decision-making in dynamic cyber environments. Such an interdisciplinary approach not only enriches the theoretical
framework but also supports the development of more robust, real-world cybersecurity strategies. Game theory serves as a
practical tool for analyzing attacker—defender interactions in uncertain and rapidly changing environments, highlighting the
importance of dynamic learning and situational awareness. The framework may be further enhanced by incorporating
emerging threats such as Al-driven attacks or multi-attacker settings, as well as exploring adaptive learning mechanisms and
scalability across organizational sizes. This study contributes to existing literature and lays the groundwork for future advances
in strategic cyber defense [25].

The game-theoretic methodology is currently implemented as a prototype in Linux environments and has been evaluated
through three case studies. Future plans include extending tool compatibility to Windows systems to reduce platform-related
barriers. Planned algorithmic enhancements include integrating Best-First Search to identify attacker-optimal paths—thus
improving defense prioritization—and incorporating Ant Colony Optimization to better identify critical system vulnerabilities.
Future evaluations will focus on large-scale attack graphs representing extensive organizations with multiple attackers and
targets in a zero-sum setting, examining return on investment for each node and its dependencies. These developments aim to
strengthen the methodology’s applicability in real-world and dynamic environments and support the creation of more
advanced tools for cybersecurity and risk management [24].

3.6. Optimal Network Resource Allocation Using a Game-Theoretic Approach

Game theory is widely used to model strategic interactions between attackers and defenders in cyberspace. Its applications
span numerous domains, including resource allocation, network security, and cooperative modeling. The resource allocation
problem—commonly referred to as the allocation game—is a canonical game in cyber operations. In this context, the defender
and attacker decide how to allocate their respective resources. Defender resources may include security infrastructure such as
firewalls, antivirus systems, and other security controls. One of the defender's primary objectives is to allocate resources
optimally to minimize both the likelihood of attack and unnecessary expenditure. Similarly, attackers may have limited
resources or incur risks of detection and punishment for each offensive action.

Decision-making for optimal resource allocation in cyber warfare is highly complex, making game-theoretic models
particularly useful for analyzing potential strategies. Given uncertain and incomplete information regarding states, costs,
payoffs, and the impact of offensive and defensive actions, non-deterministic game-theoretic models are required to formulate
cyber warfare scenarios. Expert belief degrees can be used to describe uncertain data when sufficient historical data or precise
information about costs and payoffs is unavailable [24].

In real-world environments, decisions are usually made under uncertainty. Uncertainty refers to events whose outcomes are
unknown until they occur. For instance, the outcome of a dice roll is inherently uncertain. The present work refers to key
definitions and theorems in uncertainty theory that are useful for subsequent sections [24].

For modeling resource allocation in cyber warfare, game theory and uncertainty theory are combined to analyze attacker—
defender interactions. The primary approach is to formulate the problem as a two-player Stackelberg game. Instead of relying
on classical probability models, a quadratic integer programming framework with risk management criteria for worst-case
scenarios is used. Decision confidence is incorporated into the model, which is enhanced by evaluating different defensive
strategies. Ultimately, the model identifies an optimal Nash equilibrium between attacker and defender. This approach is
suitable for national and international strategic decision-making and performs well under uncertain conditions. It is particularly
applicable to scenarios with limited or imprecise data, allowing generalization to large-scale infrastructure and more informed
decisions under incomplete information [24].

Game theory provides a logical framework for allocating security resources to prevent adversarial attacks and enables
mathematical analysis of competitive situations. Stackelberg games are commonly used in limited-resource security
allocation. In this model, the defender selects their strategy first, and the attacker subsequently chooses theirs with knowledge
of the defender’s decision. When the defender faces multiple attackers with different objectives, the game is formulated as a
multi-objective optimization problem under uncertainty. Each objective function is optimized simultaneously, reflecting the
real-world multi-goal nature of cybersecurity defense [25].

Experts’ opinions are used to calculate the payoff for each player, considering factors such as target value, attack detection
probability, and potential loss, all of which are uncertain. Uncertainty theory allows non-deterministic modeling, which is
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more effective than classical statistics in security-related decisions. Using the weighted sum method—a common technique
in multi-objective optimization—each objective is assigned a weight, and all objectives are linearly combined to reduce the
multi-objective problem to a single-objective problem. In this research, this method is applied to transform multi-objective
Stackelberg games into a single-objective optimization problem [25].

Through Stackelberg games, all potential strategies for both defender and attacker are examined. The defender optimally
allocates resources based on probable attacker strategies to minimize overall risk. These methods have been applied in border
security contexts [25].

3.7. A Game-Theoretic Model for Strategic Decision-Making in Cyber Warfare

Another study investigates the application of game theory in cybersecurity management using a two-player static game. The
model derives optimal defensive strategies against cyberattacks while considering limited defensive resources. In this model,
the attacker and defender simultaneously choose whether to attack or defend without knowledge of each other’s decision.
Each player’s cost function is defined based on success probability, operational costs, and potential benefits. Optimal strategies
are determined using Nash equilibrium analysis [26].

Results indicate that as the probability of defense success increases, the defender is more likely to invest in defense;
conversely, high defense costs reduce the inclination to defend. Similarly, higher attack costs reduce the attacker’s propensity
to launch an attack. Sensitivity analysis shows that changes in game parameters, such as costs and success probabilities,
directly influence optimal strategies. The algorithms developed can be applied in automated defensive systems and critical
network environments [26].

The model assumes limited defensive resources, incomplete information about the opponent, and that each strategy has
defined costs and benefits. The Nash equilibrium in this game is a mixed-strategy equilibrium, where both players act
probabilistically depending on factors including defense cost, attack cost, and probabilities of successful defense or attack.
This model has been applied in automated systems such as firewalls, enhancing defensive resource efficiency while ensuring
system security [26].

3.8. Security Risk Assessment in Cyber-Physical Systems Using Game Theory

In the study by Sepehrzadeh [27], a decision-making framework is proposed for security risk assessment in cyber-physical
systems (CPS), specifically designed for situations where complete information about attackers or system security states is
unavailable. In real-world environments, defenders often lack knowledge about the attacker’s capabilities, motivations, or
resources. Consequently, traditional risk models relying on complete or deterministic information are unrealistic.

To address this, the study employs a Bayesian game-theoretic approach, where attacker types (e.g., strong, medium, weak)
are modeled as random variables, and the defender only possesses probabilistic beliefs about these types. First, the CPS
structure, assets, vulnerabilities, and attack scenarios are modeled. A set of attack strategies and defense strategies is then
defined, and for each combination, costs, payoffs, and attack outcomes are calculated. The Bayesian game captures the
strategic interaction under uncertainty, and the Bayesian Nash equilibrium identifies the optimal defensive strategy that
minimizes the defender’s expected cost across all attacker types.

This process yields a quantitative risk assessment, simultaneously considering attack probability, potential impact, and
defense effectiveness. Results show that this approach enables more realistic and informed security decisions, as defense
strategies are aligned with optimal attacker behavior and defender beliefs, rather than simplifications or heuristic guesses. The
framework is applicable across diverse domains including energy grids, industrial control systems, intelligent transportation,
and industrial TIoT, helping managers and analysts optimize defensive resource allocation and reliably quantify risk under
uncertainty. Table 1 reviews the previous studies.

Table 1. Review of Previous Studies

Author(s) &

Year Research Content and Key Findings

This paper provides a comprehensive review of the current state and recent advances in network security situational awareness
Junwei Zhang et (SA). It analyzes models, key technologies, and existing challenges. Network security SA is identified as a growing research area,
al., 2023 highlighting the need to improve emerging technologies such as IoT, machine learning, and network security visualization
systems.
. . The study investigates the integration of heterogeneous networks to enhance situational awareness of network devices. Game-
Bentian Li et al., . . .2 . R L.
2020 theoretic models are appll_ed to anquze strategic interactions among noc}es in such networks. Combl.mng these approaches offers
deeper insights into node behavior and decision-making in complex network environments.
Blasch e al. This article e?;plores the applications of game theor_y in yarious domai‘ns of situational awareness, including spatigl and cyber SA.
2015 ’ It emphasizes that SA is supported by sensor estimations and multi-player assessments. Future developments in knowledge
awareness, multi-scale analysis, and software methodologies are highlighted to enable new systems and games.
The paper reviews game-theoretic approaches in cybersecurity and privacy, categorizing them into security and privacy domains,
CUONGT.DOet  with a focus on CPS security and secure communications. It identifies emerging research trends and proposes combining existing
al.,, 2017 knowledge with new developments as a novel approach to solving cybersecurity and privacy challenges. Game theory links to SA
in analyzing actor behavior, developing optimal defensive strategies, threat prediction, and real-time decision-making.
This study introduces a game-theoretic methodology as a tool for deriving optimal defensive strategies and security investment

Kal dlgilgllil(sﬁs ot plans. U.sing atta(fk graphs., game theory, and the 0.-1 knapsack algorithlp, it supports optirpal budget a!location. The metho'dol.ogy
al.. 2022 allows information security managers to automatl'cally generate effectl\./e. defense strategies against diverse attackers, achieving
” maximum protection at minimal cost.
Sepehrzadeh, The paper presents a quantitative method for security risk assessment in cyber-physical systems (CPS) under incomplete

information about attackers. Bayesian game theory is used to model attacker—defender interactions, where the defender only holds
2022 - . 1 i . . .
probabilistic beliefs about attacker types (e.g., capability, skill, intent). Attack scenarios, costs, impacts, and defense strategies are
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quantitatively defined, and Bayesian game equilibrium determines the optimal defensive strategy. The framework provides
quantitative risk evaluation and optimization under uncertainty, demonstrating Bayesian game theory as a powerful tool for CPS
risk management.

This study proposes a theoretical framework to analyze the role of situational awareness in strategic interactions between
managers and attackers in cybersecurity. It emphasizes the impact of awareness on strategic choices and outcomes. Accurate threat

Kostelic, 2024 assessment and understanding of attacker behavior are critical for effective decision-making. Results show that improved
modeling of situational awareness enhances managerial decision-making and underscores the need for future research in emerging

cyber threats.

The paper investigates optimal resource allocation in cyber warfare using game theory. Two non-deterministic models are
proposed for analyzing complex cybersecurity scenarios. The study suggests applying these approaches for developing
optimization and simulation models of real-world cyber battles.

This research studies multi-objective security games under uncertainty, employing game theory and Stackelberg models for
Partovi, 2019 optimal allocation of limited security resources. The weighted sum method is proposed to determine equilibrium points, and an

application example is provided in border security.
The study examines decision-making processes in cyber conflicts using game theory and analytical modeling. It demonstrates that
Foroughi et al., players can identify each other’s vulnerabilities to choose optimal strategies. The model predicts adversary behavior and serves as
2018 a tool for designing appropriate strategies under varying conditions, though further research is needed to accurately estimate
probabilistic variables.

Afrashteh & Zare
Chavoshi, 2020

4. Conclusion

The primary objective of this study was to gain a deeper understanding of how game theory concepts can be utilized to
enhance situational awareness (SA) in dynamic and complex environments, as well as to provide a strategic decision-making
tool. In Section 2, Endsley’s SA model was employed as a standard framework. This model, with its three levels of perception,
comprehension, and projection, effectively captures the SA process. The relationship between SA and decision-making was
also examined, highlighting the influence of factors such as information volume, system interface design, stress, decision
automation, and individual capabilities.

Game theory was introduced as a mathematical and strategic tool to model interactions among players, including attackers
and defenders. Key concepts such as Nash equilibrium and zero-sum/non-zero-sum games were discussed, providing a
foundation for analyzing various strategic scenarios. Section 3 reviewed previous studies, demonstrating practical applications
of game theory in areas such as cybersecurity, resource allocation and management, training and skill enhancement for security
managers, and cyber warfare systems. These studies showed that strategic game models can support adversary behavior
prediction, optimal allocation of defensive resources, and rapid response to threats. Moreover, integrating artificial intelligence
and machine learning with game theory enables the development of intelligent and self-learning systems. Despite these
advancements, several limitations remain in the field:

Modeling complexity: Cyber-environment interactions are highly dynamic and uncertain, posing significant modeling
challenges.

Need for real-world data: Many models require empirical data for validation, which may be difficult to obtain.

Computational constraints: Certain game-theoretic models are computationally intensive and may not scale effectively for
large systems.

One of the most critical challenges identified is the uncertainty in input information and the complexity of operational
environments. This underscores the need for efficient methods for data management, integration, and prediction of future
behaviors. Based on the findings of this study, several directions for future research are proposed:

Evolutionary games for modeling dynamic behaviors: Given the high dynamism of cyber environments, evolutionary
games can help model adaptive behaviors and the long-term learning of optimal strategies.

Optimizing defensive strategies through game theory and reinforcement learning: Combining reinforcement learning
with game-theoretic approaches can develop intelligent defense systems capable of learning from past interactions and
autonomously improving strategies.

Enhancing decision-making in cybersecurity SA systems via game theory: Integrating SA concepts with game theory
can improve strategic decision-making in cybersecurity SA systems. This study demonstrates that combining situational
awareness with game theory can enhance strategic decision-making in complex and dynamic environments, providing an
effective model for strengthening cyber SA. The proposed approach allows modeling of complex interactions among multiple
factors and assists in identifying and selecting optimal strategies under uncertainty.

Given the increasing complexity of digital systems and the growing sophistication of cyber threats, such a framework can
serve as a practical tool across various security and management domains. The integration of these two fields supports the
design of intelligent and adaptive defense systems capable of predicting adversary behavior and responding appropriately to
emerging threats.

Ultimately, this research provides a theoretical foundation for further investigations into enhancing situational awareness
using game-theoretic models. Although challenges remain in implementing such models, the outcomes offer significant
potential for the development of practical and applicable solutions in the future.
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